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Notifiable Data Breach Policy and Procedure V02

1. Purpose

This policy establishes Crafter Health's obligations, responsibilities and procedures for identifying,
containing, assessing, notifying and reviewing data breaches in accordance with the Notifiable Data
Breaches (NDB) Scheme under Part I1C of the Privacy Act 1988 (Cth), as amended by the Privacy and
Other Legislation Amendment Act 2024.

The health sector consistently ranks as the highest reporter of data breaches in Australia. In 2024,
health service providers accounted for approximately 20-22% of all NDB notifications nationally — the
highest of any sector. This policy reflects our commitment to proactive data breach prevention, prompt
response and accountability to our patients.

2.Scope

This policy applies to:

e Allemployees (full-time, part-time and casual)

¢ Independent Medical Practitioners and visiting specialists

e Contractors, consultants and students on placement

e Any third party with access to personal or health information held by Crafter Medical Centre

It applies to all personal information held by the practice regardless of format — digital, paper, verbal or
otherwise.

3. Legislative and Regulatory Framework

This policy is informed by and must be read alongside:

e  Privacy Act 1988 (Cth) — particularly Australian Privacy Principles (APPs) 1 and 11, and Part [11C
(NDB Scheme)

e  Privacy and Other Legislation Amendment Act 2024 (Cth) — which enhanced individual privacy
protections and took effect from 11 December 2024

e My Health Records Act 2012 (Cth) — ss 45,59, 73A and 75, governing security obligations and
breach notification for My Health Record participants

e  Cyber Security Act 2024 (Cth) — introducing mandatory ransomware payment reporting
obligations (commencing no later than 1 June 2025)

e  OAIC Data Breach Preparation and Response Guide (updated June 2024)

e RACGP guidance on cybersecurity incident response

Penalties for non-compliance: Failure to meet NDB notification requirements can attract penalties of up
to $2.1 million. Non-compliance with the My Health Records Act can result in civil penalties against the
practice and/or criminal penalties — including up to two years' imprisonment — against individual staff
members.
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4. Definitions

Data Breach Any incident where personal information is lost, subjected to
unauthorised access, use or disclosure, or otherwise compromised —
whether accidentally or intentionally.

Eligible Data Breach A data breach that: (1) involves unauthorised access, disclosure or loss
of personal information; (2) is likely to result in serious harm to one or
more individuals; AND (3) cannot be prevented through remedial
action.

Notifiable Data Breach An eligible data breach that triggers mandatory notification to affected
individuals and the OAIC.

Serious Harm Harm including physical, psychological, emotional, financial or
reputational harm, identity theft, family violence, blackmail or
discrimination.

Personal Information Information or an opinion about an identified or reasonably
identifiable individual — including health information, Medicare
numbers and contact details.

NDB Scheme Notifiable Data Breaches Scheme under Part I1IC of the Privacy Act
1988 (Cth).

OAIC Office of the Australian Information Commissioner — the regulatory
body for privacy in Australia.

I1IR Form Issues, Improvements, Incidents and Requests Form — the practice's
internal incident reporting document.

My Health Record The national digital health record system governed by the My Health

Records Act 2012 (Cth).

5. What Constitutes a Data Breach

A data breach may include, but is not limited to:

e  Cyber-attacks or hacking of systems containing medical records

Health information sent to the wrong patient (e.g. test results, referrals, letters)

Loss or theft of a laptop, USB drive, hard drive or mobile device containing patient records

e Inappropriate disclosure of health information to a family member, carer or third party without
consent

e Viewing of records by unauthorised staff, contractors or independent practitioners

e Phishing attacks that compromise staff login credentials

e Failure to properly destroy or 'cleanse' information on hardware before disposal

e Personal or health information inadvertently published on a publicly accessible website or portal
e Social engineering — where a staff member is deceived into disclosing patient information
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5.1 When is a Breach 'Eligible' (Notifiable)?

Under the NDB Scheme, an eligible data breach occurs when ALL THREE of the following criteria are
met:

. There is unauthorised access, disclosure or loss of personal information held by the practice

- The breach is likely to result in serious harm to one or more individuals

. The practice has not been able to prevent the likely risk of serious harm through remedial
action

Important: If remedial action is taken that successfully eliminates the likely risk of serious harm, the
breach may not be an eligible data breach and notification obligations may not apply. This determination
must be documented.

6. Consequences of a Data Breach

Data breaches can cause significant harm to individuals and the practice, including:

e Physical or psychological harm to patients (humiliation, distress, damage to relationships)

e Financial loss or fraud, including identity theft

e Risk of family violence (where sensitive relationship or location information is exposed)

e  Blackmail, intimidation or discrimination

e Reputational damage to practitioners and the practice

e Regulatory penalties of up to $2.1 million for non-compliance with NDB notification obligations
e  Civil or criminal liability under the My Health Records Act 2012 (Cth)

7. Prevention and Risk Minimisation

7.1 Staff Training and Responsibilities

Human error is the leading cause of data breaches in the health sector. All staff must:

e Complete privacy and data security training upon commencement and annually thereafter
e Sign aconfidentiality and privacy undertaking as a condition of employment or engagement
e  Befamiliar with this policy and the practice's plain language Privacy Policy

e  Know how to identify a data breach or near-miss and where to report it

e Never share login credentials or leave patient records accessible on unattended screens

e Use Multi-Factor Authentication (MFA) on all systems where available

e Bealert to phishing emails, suspicious links and social engineering tactics

7.2 Third-Party Contractors and Suppliers

Third-party involvement is a significant risk factor in data breaches. All contracts with third parties who
access or hold personal information on behalf of the practice must include requirements to:

e  Comply with the Australian Privacy Principles as if they were the practice

e Follow the practice's privacy procedures and policies

¢ Notify the practice immediately in the event of a data breach, near-miss or privacy complaint

e Indemnify the practice against loss or harm caused by their conduct

© Crafter Health Policy Review: May 2026 Next review date: May 2027



=
 Crafter Health

Notifiable Data Breach Policy and Procedure V02

e Ensure their staff complete specified privacy training
e Agreetoregular or random privacy audits of their information-handling practices

7.3 My Health Record System Security

As aregistered participant in the My Health Record system, the practice has additional obligations
under ss 45 and 59 of the My Health Records Act 2012 (Cth), including:

e  Maintaining a current System Security Policy

e  Conducting regular risk assessments

e Auditing and monitoring individual users' access to the My Health Record system

e  Conducting regular staff training specific to My Health Record obligations

8. Data Breach Response Team

The Data Breach Response Team is responsible for managing the practice's response to any actual or
suspected data breach. Contact details must be kept current and reviewed annually.

Data Breach Co-ordinator (1st) = Kate Mackenzie 0402 473 999
2nd in Charge Patient's Usual Doctor Via practice switchboard
3rdin Charge Matt Del Fante 0421432862
4thin Charge Kerry Vlahos 0412275 106

External contacts to notify or consult as required:

OAIC Report eligible data breaches via
oaic.gov.au/privacy/notifiable-data-breaches

Australian Digital Health Agency = Notify of My Health Record breaches under s 73A /s 75 of the

(ADHA) My Health Records Act

Professional Indemnity Insurer Consult immediately for guidance and coverage — contact details
held by Practice Manager

RACGP / Medical Defence May offer advice or assistance — contact details held by Practice

Organisation Manager

IT Support / Cyber Security Engage for cyber incidents, forensic assessment, containment —

Consultant contact details held by Practice Manager

Police / Law Enforcement Report criminal acts (e.g. hacking, theft) if appropriate
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Australian Cyber Security Report significant cyber incidents at cyber.gov.au
Centre (ACSC)

9. Data Breach Response Procedure

9.1 Immediate Action — When a Breach is Discovered

Any staff member, doctor or nurse who discovers or suspects a data breach must:

1. Immediately notify the Practice Manager, the patient's usual doctor, or a Practice Principal.

2. Take whatever immediate steps are possible to contain the breach (e.g. stop the unauthorised
disclosure, recover documents, remotely wipe a missing device, disconnect a compromised system).

3. Do NOT destroy evidence that may be needed to identify the cause of the breach or assess its
impact.

4. Complete allIR Form as soon as practicable, recording the date and time of discovery and all known
details.

The Response Team Co-ordinator must be notified immediately, and the completed I1IR Form provided
to them as soon as possible.

9.2 The Four-Step Response Process

The following four-step process, consistent with the OAIC's Data Breach Preparation and Response
guide, must be followed for every actual or suspected data breach. Steps may occur simultaneously or in
quick succession depending on the nature and urgency of the breach.

1. Stop the unauthorised access, disclosure or loss — e.g. recall emails, recover records, shut
down the affected system, revoke access privileges, change passwords.

2. Isolate or disconnect affected systems to prevent further exposure, while preserving
evidence.

For cyber incidents: engage IT support or a cybersecurity specialist immediately.

4. Consider whether to remotely wipe a lost or stolen device (balance data protection against
evidence preservation).

5. Activate the Data Breach Response Team and provide them with the I1IR Form.

6. Consider what information needs to be escalated to Practice Owner and at what point.

1. Gather and evaluate all available information about the breach — type, cause, extent,
duration.

2. Determine whether personal information was actually accessed, disclosed or lost — or only

potentially at risk.
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Identify all individuals whose information may have been affected and estimate numbers.

4, Assess the nature and likelihood of serious harm to affected individuals (financial,
psychological, physical, reputational, family violence risk, identity theft).

5. Determine whether remedial action can be taken to prevent the likely risk of serious harm.

6. The assessment must be conducted expeditiously. All reasonable steps must be taken to

complete it within 30 calendar days of becoming aware of the suspected breach. Treat 30
days as a maximum — aim to complete the assessment as quickly as possible, as the risk of
serious harm often increases with time.

7. If the assessment cannot be completed within 30 days, document the reasons and steps
taken.

8. Consult the professional indemnity insurer and/or medical defence organisation for
guidance.

1. If the breach is determined to be an eligible data breach under the NDB Scheme, notify
affected individuals and the OAIC as soon as practicable.

2. Notify the OAIC using the online Notifiable Data Breach Form at

oaic.gov.au/privacy/notifiable-data-breaches.

3. The notification must include: (a) name and contact details of the practice; (b) a description of
the breach; (c) the kind of personal information involved; (d) recommendations for steps
individuals should take to protect themselves.

4, Notify affected individuals directly where possible. Where direct contact is not possible,
publish a notification on the practice website and publicise through other appropriate
channels.

5. For My Health Record breaches: notify the Australian Digital Health Agency under s 73A of
the My Health Records Act as soon as practicable after becoming aware of the breach.

6. For ransomware incidents: report ransom payments to the designated authority within 72
hours under the Cyber Security Act 2024 (Cth) (commencing no later than 1 June 2025).

7. Engage with affected individuals with sensitivity and compassion. Do not cause or
exacerbate harm through the manner of notification.

8. Notification can help build patient trust by demonstrating that privacy is taken seriously.

1. Conduct a debrief session with the Response Team, relevant doctors and staff within a

reasonable timeframe after the breach is resolved.

2. Prepare a post-breach report identifying the root cause, the adequacy of the response, and
any gaps in policies, procedures or training.

Implement a root cause analysis and develop a prevention plan to address vulnerabilities.

4. Amend policies, procedures and systems where necessary.
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5. Review staff training and, where appropriate, provide additional or targeted training.

6. Consider whether a security audit is required — including review of IT systems, third-party
access and physical security.

7. Document all actions taken and file with the Il1IR Form.

10. IlIR Form — Reporting Requirements

A IR Form must be completed for every data breach or suspected data breach. The form must capture
the following:

e Date, time, duration and location of the breach

e How the breach was discovered and by whom

e Description of the incident — what happened, what systems or information were affected

e Cause of the breach (if known)

e  Whether any other staff member, doctor or contractor witnessed or was notified of the breach at
the time

e  Whois affected — patients, staff, general public, third parties — and estimated numbers

e |Immediate containment actions taken

e Whether any external parties were notified (police, OAIC, ADHA, patients, IT support)

e Estimated impact and cost of the breach (if known)

e Whether evidence has been preserved — specify what

e Whether further investigation is required and how it will be conducted

e Steps taken or planned to prevent recurrence

The lIIR Form must be filed securely and retained in accordance with the practice's record-keeping
policy.

11. Notification to Affected Individuals — Template Content

All notifications to affected individuals must be written clearly and in plain language. They must include:
e Thename and contact details of Crafter Health

e Adescription of what happened (the data breach)

e Thekind of personal information involved

e Specific, practical recommendations for steps the individual can take to protect themselves (e.g.
monitor accounts, change passwords, contact relevant financial institutions, be alert to suspicious
contact)

e Contact details for further enquiries

Template notification letters are to be prepared by the Practice Manager and kept in the Data Breach
Response folder for immediate use. These templates must be reviewed and updated annually.

12. My Health Record — Specific Obligations

In addition to NDB Scheme obligations, the practice must comply with the My Health Records Act 2012
(Cth):
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e Section 45 — staff who access My Health Records must only do so for purposes authorised by the
Act

e Section 59 — the practice must take reasonable steps to protect the security of the My Health
Record system

e Section 73A — the practice must notify the Australian Digital Health Agency (ADHA) as soon as
practicable after becoming aware of a breach involving the My Health Record system

e Section 75 — the OAIC must also be notified of certain My Health Record breaches

Failure to comply with these obligations may result in civil penalties against the practice and/or criminal
penalties (including up to two years' imprisonment) against individual staff.

13. Patient Information Rights

Patients have the right to be informed about this practice's data breach protocols. In accordance with
our Privacy Policy:

e  Asummary of this policy is available at reception upon request

e  Staff candirect patients to the Practice Manager for further information

This policy is available on the practice's website

o Affected patients will be notified directly and promptly if their information is involved in an eligible
data breach

14. Roles and Responsibilities

All Staff, Doctors and Nurses Identify and immediately report any actual or suspected data
breach; complete IlIR Form; take immediate containment steps;
participate in training.

Practice Manager (Data Breach = Lead the Response Team; oversee assessment, containment,
Co-ordinator) notification and review; liaise with external parties; maintain this
policy and response templates; report to Practice Owner.

Practice Principals Ultimate accountability for compliance; support the Response
Team; approve major decisions including notification to OAIC.

Patient's Usual Doctor Second in charge; support assessment of clinical risk and patient
notification; liaise with affected patients sensitively.

All Independent Medical Comply with this policy; report breaches; ensure their own
Practitioners practices meet privacy obligations.

15. Policy Review

This policy will be reviewed annually, or sooner if required by changes in legislation, OAIC guidance,
RACGP standards, or following a significant data breach. The Practice Manager is responsible for
coordinating the review and ensuring all staff are informed of updates.
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Staff will be asked to acknowledge that they have read, understood and agree to comply with this policy
upon commencement of employment or engagement, and following any material update.

16. Key References and Resources

e OAIC — Notifiable Data Breaches: oaic.gov.au/privacy/notifiable-data-breaches
e OAIC — Data Breach Preparation and Response Guide (updated June 2024)

e OAIC — Report a Data Breach (online form):
oaic.gov.au/privacy/notifiable-data-breaches/report-a-data-breach

e Australian Digital Health Agency — My Health Record security obligations

e RACGP — Responding to a Cyber Security Incident

e Australian Cyber Security Centre: cyber.gov.au

e  Privacy and Other Legislation Amendment Act 2024 (Cth)

e  Cyber Security Act 2024 (Cth)
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