
​Privacy Policy V02​

​1. About This Policy​
​Dartos Services Pty Ltd (ABN: 12 198 130 183), trading as Crafter Health ("we", "us", "our"), is​

​committed to protecting your privacy and managing your personal and health information responsibly.​

​We are an APP Entity under the Privacy Act 1988 (Cth) and this policy is aligned with the Australian​

​Privacy Principles (APPs).​

​This policy applies to our website (www.crafter.health), our clinical services, and all products and​

​services we provide. It is written in plain English and explains how we collect, hold, use and disclose your​

​information. A copy of this policy is available at our reception and on our website.​

​This policy should be read alongside any other consent or collection notices we provide to you.​

​2. Definitions​
​Health Record: Information held by us relating to your health, including medical history, diagnoses,​

​medications, treatments, test results, referrals, clinical notes, consents, medical imaging, immunisation​

​records and any other health-related information.​

​Personal Information: Any information or opinion about an identified individual, or an individual who is​

​reasonably identifiable. This includes your name, address, date of birth, email, phone number, Medicare​

​number, bank details and demographic details. Even without a name attached, information that could​

​identify you (e.g. appointment details) is treated as personal information.​

​Sensitive Information: A subset of personal information that includes health information, racial or ethnic​

​origin, political opinions, religious beliefs, philosophical beliefs, trade union membership, sexual​

​orientation or practices, and criminal record. Sensitive information requires a higher level of protection.​

​3. Privacy Officer​
​At least one member of our team has primary responsibility for privacy-related matters. For any privacy​

​questions, concerns or complaints, please contact our Practice Manager:​

​Kate Mackenzie  |  Practice Manager​

​126 Belair Road, Hawthorn SA 5062​

​Phone: 08 8272 5533​

​Email: kate@crafter.health​

​4. What Information We Collect​

​4.1 Personal Information​

​We may collect the following personal information to provide our services:​

​•       Name, address, date of birth and contact details (phone, email)​
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​•       Medicare number, pension or healthcare card numbers and other government identifiers​

​•       Payment and billing information, including credit card details​

​•       Business or company name (where relevant)​

​•       Records of communications and correspondence with us​

​4.2 Health Information​

​With your consent, we may collect sensitive health information, including:​

​•       Medical history, diagnoses, medications and treatment records​

​•       Referrals, clinical notes and correspondence​

​•       Test results, medical imaging and pathology reports​

​•       Immunisation records​

​•       Genetic information (where relevant to your care)​

​•       Any other information provided to us for the purpose of delivering health services​

​This information forms part of your Health Record and is given the highest level of protection.​

​4.3 Automatically Collected Information​

​When you use our website, we may automatically collect non-identifying technical information, such as​

​your IP address, browser type and pages visited. This may be combined with personal information we​

​hold about you in accordance with this policy.​

​5. How We Collect Your Information​

​We collect personal and health information:​

​•       Directly from you when you register as a patient, complete forms, or communicate with us​

​•       From other health service providers (e.g. referrals from GPs or specialists), with your consent​

​•       From My Health Record, where you have authorised access​

​•       Through our website and digital services​

​You may request to interact with us anonymously or using a pseudonym where it is lawful and​

​practicable to do so. Please note that anonymous care may limit our ability to provide certain services​

​(see Section 13).​

​6. How We Use and Disclose Your Information​

​6.1 Primary Purpose​

​Personal and health information collected by us is primarily used for the purpose for which it was​

​collected. This includes:​

​•       Providing and managing your healthcare and treatment​

​•       Communicating with you about appointments, results and follow-up care​

​•       Processing payments and managing accounts​
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​•       Maintaining accurate health and administrative records​

​6.2 Disclosure to Other Health Providers​

​We may disclose your health information to other medical service providers involved in your care, such​

​as general practitioners, specialists, allied health providers and pathology or imaging services. We will​

​only do so:​

​•       With your consent​

​•       Where it is necessary for the delivery of health services (e.g. referrals)​

​•       Where required for billing, including Medicare, DVA and government health entitlements​

​•       Where necessary to prevent or lessen a serious and imminent threat to life, health or safety​

​•       As otherwise permitted by law​

​6.3 Disclosure to Third Parties​

​We may disclose your personal information to third-party contractors and service providers who assist​

​us in operating our practice (e.g. IT providers, billing services). These providers are contractually bound​

​to protect your information consistent with the APPs.​

​We may also disclose information to legal and accounting advisers, auditors, or where required by​

​Australian law or court order.​

​We will not sell, trade or share your personal information with any third party for their own purposes​

​without your express consent.​

​6.4 Use of Document Automation Technologies​

​Where we use document automation tools (such as automated referral letter generation), we take steps​

​to ensure that only clinically relevant information is included in correspondence. We will inform you if​

​such technology is used in your care.​

​6.5 Aggregated and De-identified Data​

​We may use and share aggregated, non-personally identifiable data for market research, quality​

​improvement or other analytical purposes. This data cannot be used to identify you.​

​6.6 International Transfers​

​Your personal information may be stored or processed by third-party service providers located overseas​

​(e.g. cloud storage or IT services). We only transfer information to recipients who are legally or​

​contractually bound to privacy standards substantially similar to the APPs. By using our services, you​

​consent to such transfers.​

​6.7 Use of Artificial Intelligence (AI) Tools​

​Crafter Health may use artificial intelligence (AI) tools to support the delivery of clinical care. These​

​tools are used to assist our doctors and are never used to make clinical decisions independently. All​

​AI-generated content is reviewed by the treating clinician before being saved to your health record.​
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​AI Scribing Tools​
​Some of our doctors use AI-assisted medical scribing software — currently Lyrebird Health, integrated​

​with our Best Practice clinical information system. Other AI scribing products (such as Heidi) or similar​

​tools that become available from time to time may also be used. These tools listen to the consultation in​

​real time and assist the doctor in creating clinical notes, reducing the need to write during your​

​appointment and allowing your doctor to focus on you.​

​How AI scribing works:​
​•       The AI tool listens to and transcribes your consultation in real time to generate draft clinical notes​

​•       All audio recordings are destroyed once the notes have been created — audio files are not retained​

​•       Draft notes are reviewed and approved by your doctor before being saved to your medical record​

​•       AI-generated notes and documents are retained for a default period of 7 days to allow your doctor​

​to review and transfer them to your clinical record, after which they are deleted from the AI platform​

​•       Your doctor can delete AI-generated notes earlier than 7 days if required​

​Data Security for AI Tools​
​We only use AI tools that meet high standards of data security. For Lyrebird Health, data is stored on​

​Australian Amazon Web Services (AWS) infrastructure and is encrypted using 256-bit encryption. No​

​third party, including the infrastructure provider, can access patient information. Where other AI tools​

​are used, we apply the same due diligence to ensure equivalent security standards are in place.​

​Your Consent and Right to Opt Out​
​The use of AI scribing tools during your consultation requires your informed consent. Your doctor will​

​inform you before using any AI tool and will explain what it does. You have the right to decline the use of​

​AI tools at any time, including during a consultation. If you do not consent:​

​•       Your doctor will turn off the AI tool immediately​

​•       Your care will not be negatively affected in any way​

​•       Your doctor will take notes manually as they would have done previously​

​Access and Deletion​
​You may request access to AI-generated notes and documents relating to your consultation in the same​

​way as any other personal or health information we hold (see Section 10). You may also request that​

​AI-generated notes be deleted before they are transferred to your medical record. Please contact your​

​doctor or our Practice Manager to make such a request.​

​Ongoing AI Use and Policy Updates​
​The use of AI in healthcare is evolving. We are committed to adopting AI tools only where they are​

​clinically appropriate, ethically sound, and compliant with Australian privacy law. As new AI products are​

​introduced to our practice, we will update this section accordingly and ensure patients are informed.​

​The use of any AI tool will always be disclosed to you, and your consent will always be sought prior to​

​use.​

​7. Access to Clinical Systems and Information​
​Access to our clinical information systems, prescription forms, and other official documents is strictly​

​limited to authorised members of our practice team. Specifically:​

​•       All staff access clinical systems via unique individual login credentials​

​©  Crafter Health                                   Policy Review:​​April 2026​ ​Next review date:​​April​​2028​ ​4​



​Privacy Policy V02​

​•       Access is granted according to each person's role and level of authorisation​

​•       Prescription forms, administrative records, templates and letterhead are securely stored and only​

​accessible to authorised personnel​

​•       Online government services (e.g. Medicare portals, My Health Record) are accessed by authorised​

​staff only.​

​All members of our team are required to understand and implement this privacy policy and to use​

​patient information only for its intended purpose and for the benefit of patients.​

​8. Electronic Communication and Security​
​When communicating electronically with or about patients, we use secure messaging systems or other​

​encryption methods to protect your health information. We will only send your information via​

​unencrypted channels if you have provided informed consent to do so.​

​Practical security measures we maintain include:​

​•       Password protection and encryption for electronic health records​

​•       SSL-secured website​

​•       Computer screens positioned to prevent unauthorised viewing​

​•       Automated screensavers and privacy tools on unattended devices​

​•       Secured mobile devices and laptops to the same standard as desktop systems​

​•       Physical security of paper records​

​Despite these measures, no method of internet transmission or electronic storage is 100% secure.​

​Transmission of information via the internet is at your own risk.​

​9. Storage and Retention​
​Your information may be stored electronically in third-party data centres (which may be located​

​overseas) or in secure physical storage on our premises or at third-party storage facilities.​

​Health Records are retained in accordance with our statutory obligations under South Australian and​

​Commonwealth law. When we no longer require your personal or health information, we will take​

​reasonable steps to securely destroy or permanently de-identify it.​

​You are responsible for maintaining the confidentiality of any passwords and account credentials​

​relating to our services.​

​10. Accessing and Correcting Your Information​
​You have the right to request access to, and correction of, personal and health information we hold​

​about you. To make a request, please contact our Practice Manager (see Section 3).​

​We will respond to your request within a reasonable time. An administration fee applies.​

​We may decline access in limited circumstances, including where:​

​•       Access would pose a serious and imminent threat to anyone's life, health or safety​

​•       The information relates to existing or anticipated legal proceedings​
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​•       Providing access would be unlawful​

​If we refuse access or correction, we will explain the reasons in writing and advise you of available​

​complaint options.​

​11. Disclosure to a Responsible Person​
​Under the Privacy Act 1988, we may disclose necessary health information to a responsible person​

​(such as a carer or family member) where:​

​•       It is reasonably necessary in the context of providing you with a health service, and​

​•       You are physically or legally incapable of giving consent​

​Where a carer seeks access to your health information, we may seek advice from our medical defence​

​organisation before making a decision.​

​12. Data Breach Notification​
​We maintain a Data Breach Response Procedure. If we have reason to suspect a data breach has​

​occurred, we will conduct an assessment in accordance with the Notifiable Data Breaches (NDB)​

​Scheme under the Privacy Act 1988.​

​If we determine an eligible data breach has occurred, we will notify you and the Office of the Australian​

​Information Commissioner (OAIC) as soon as reasonably practicable.​

​If a breach relates to the My Health Records Act, we may be required to notify the My Health Record​

​System Operator under s 73A of that Act.​

​We will inform patients of our data breach protocols upon request, and a summary is available at​

​reception.​

​13. Anonymous and Pseudonymous Care​
​You may request to receive health services anonymously or using a pseudonym. We will endeavour to​

​accommodate this where it is lawful and practicable. However, please be aware that:​

​•       We cannot provide bulk billing, Medicare rebates or DVA entitlements without properly identifying​

​you.​

​•       Access to the Pharmaceutical Benefits Scheme (PBS) requires identification​

​•       Under the Public Health Act, we are legally required to report certain notifiable medical conditions,​

​including your identity, to SA Health.​

​•       Anonymous care may be impracticable where it could compromise your treatment or health​

​outcomes​
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​14. Government Identifiers​
​We will not adopt, use or disclose government-assigned identifiers (such as Medicare numbers or Tax​

​File Numbers) as our own, except as permitted under the Privacy Act 1988 (e.g. for billing and Medicare​

​purposes).​

​15. Website, Cookies and Analytics​
​Our website uses cookies, web beacons and similar technologies to track visitor activity and improve​

​user experience. Information collected may include your IP address, browser type, pages visited and​

​location data.​

​Where this information is combined with personal information we hold, it will be handled in accordance​

​with this policy.​

​Our website may contain links to third-party websites. We are not responsible for the privacy practices​

​of those sites, which are governed by their own privacy policies.​

​16. Marketing Communications​
​We may send you direct marketing emails about products and services we believe may interest you, in​

​accordance with the Spam Act 2004 (Cth) and only if you have consented upon registration.​

​You may opt out at any time by following the unsubscribe instructions in any marketing email. Please​

​allow up to 10 business days for opt-out requests to be processed.​

​We do not provide your personal information to other organisations for direct marketing purposes. If​

​you opt out of marketing, we may still contact you regarding your account, appointments or clinical care.​

​17. Career and Employment Applications​
​Employment applications and resumes submitted to us are securely stored and used only for​

​recruitment purposes. This information is handled consistently with this policy and will not be retained​

​beyond what is reasonably necessary.​

​18. Team Training and Compliance​
​All members of our practice team are required to be familiar with and implement this privacy policy. We​

​support ongoing privacy training to ensure compliance with the APPs and relevant state and territory​

​laws. Staff are reminded that patient information must only be used for its intended purpose and for the​

​benefit of patients.​

​19. Changes to This Policy​
​We may update this policy from time to time. The current version will always be available on our website​

​and at reception. Material changes will be notified to patients via our website or, where practicable, by​

​email.​
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​Your continued use of our services after any update constitutes acceptance of the revised policy.​

​20. Complaints and Enquiries​
​If you have a question, concern or complaint about how we have handled your personal or health​

​information, please contact our Practice Manager (see Section 3). We will respond promptly and work to​

​resolve your concern.​

​If you are not satisfied with our response, you may contact:​

​Office of the Australian Information Commissioner (OAIC)​
​Phone: 1300 363 992​

​Mail: Director of Complaints, OAIC, GPO Box 5218, Sydney NSW 1042​

​Web: www.oaic.gov.au​

​21. References and Compliance Basis​
​This policy has been developed in accordance with:​

​•       Privacy Act 1988 (Cth) and the Australian Privacy Principles​

​•       My Health Records Act 2012 (Cth)​

​•       Notifiable Data Breaches Scheme​

​•       Spam Act 2004 (Cth)​

​•       Public Health Act 2011 (SA)​

​•       RACGP Standards for General Practices (5th Edition), including Criterion F9​

​•       RACGP Privacy and managing health information in general practice​

​•       RACGP Privacy Policy Template​
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